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‘Seream Stream If You Wanna Go Faster”

Telemetry: an automated communications process by which measurements and other data are collected at

remote or inaccessible points and transmitted to receiving equipment for monitoring.
https://en.wikipedia.org/wiki/Telemetry
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Two Approaches for Models

Native (Proprietary)
Models

L

OpenConfig
Models




Pay Attention to Detalls

Cisco OC-NI Model

<> Code Issues 30 Pull requests 2 Projects 0 Wiki Insights
Branch: master v yang / vendor / cisco / xr / 651 / openconfig-network-instance.yang Find file Copy path
Seinarnn Added 10S XR 6.5.1 models 37e1e98 on Aug 16

1 contributor

902 lines (875 sloc) 29.2 KB Raw Blame History [J 4 [

module openconfig-network-instance {
yang-version 1;
namespace "http://openconfig.net/yang/network-instance";
prefix oc-netinst;

revision 2017-01-13 {
description
"Add AFT to the network instance";
reference "0.6.0";
}
revision 2016-12-15 {
description
"Add segment routing to network instance";
reference "0.5.0";
}

https://github.com/YangModels/yang/blob/master/vendor/cisco/xr/651/openconfig-network-instance.yang



https://github.com/YangModels/yang/blob/master/vendor/cisco/xr/651/openconfig-network-instance.yang

Check Deviations For Not Supported Leafs

Arista OC-NI| Model Deviation

L] aristanetworks / yang © Watch ~

27

Cisco OC-NI Model Deviation

<> Code Issues 0 Pull requests 0 Wiki Insights

Branch: master v

yang / EOS-4.21.1F / release / openconfig / models / network-instance / arista-netinst-deviations.yang
[ aaronbee Add EOS-4.21.1F

1 contributor

61 lines (55 sloc) 2.13 KB

Raw
module arista-netinst-deviations {

namespace "http://arista.com/yang/openconfig/network-instances/deviations";
prefix arista-network-instances-deviations;

import openconfig-network-instance {
prefix oc-netinst;

}

| YangModels / yang @wWatch~ 173 %S

<> Code Issues 30 Pull requests 2 Projects 0 Wiki Insights

Branch: master v yang / vendor / cisco / xr / 651 / cisco-xr-openconfig-network-instance-deviations.yang

T einarnn Added 10S XR 6.5.1 models

1 contributor

1698 lines (1687 sloc) 144 KB

Raw  Blame

module cisco-xr-openconfig-network-instance-deviations {

namespace "http://cisco.com/ns/yang/cisco-xr-openconfig-network-instance-deviations";
prefix oc-netinstdevs;

import openconfig-network-instance {
prefix oc-netinst;

}

https://github.com/aristanetworks/yang/blob/master/EO
S-4.21.1F/release/openconfig/models/network-
instance/arista-netinst-deviations.yang

https://qithub.com/YangModels/vang/blob/master/vendor/cisco/x

r/651/cisco-xr-openconfig-network-instance-deviations.yang



https://github.com/YangModels/yang/blob/master/vendor/cisco/xr/651/cisco-xr-openconfig-network-instance-deviations.yang
https://github.com/aristanetworks/yang/blob/master/EOS-4.21.1F/release/openconfig/models/network-instance/arista-netinst-deviations.yang

How to Select the Protocols

source: www.kisspng.com source: www.novatoys.ru source: www.adventuremotorcycle.com

GRPC TCP UDP



TCP And UDP Are Simple

Time Destination  Protoco Leng Info
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gRPC Comes With an Overhead...
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..But Brings Some Good Benefits

0. Time Source Destination  Protocol Length Info
16.020449012 10.30.110.40 10.30.110.41 HTTP2 79 WINDOW_UPDATE
16.020453129 10.30.110.41 10.30.110.40 HTTP2 16459 DATA
16.020465328 10.30.110.40 10.30.110.41 HTTP2 79 WINDOW_UPDATE
16.020469649 10.30.110.41 10.30.110.40 HTTP2 16459 DATA
16.020476567 10.30.110.41 10.30.110.40 TCP 1514 64969
16.020620532 10.30.110.40 10.30.110.41 TCP 66 57500

57500 [ACK] Seq=768790 Ack=534 W..
64969 [ACK] Seq=534 Ack=770238 W..

[ T |

4.
4.
4.
4.
4.
4.
4. 16.021387959 10.30.110.41 10.30.110.40 TCP 66 64945 — 57500 [ACK] Seq=1179628 Ack=612 ..
4. 16.021406127 10.30.110.41 10.30.110.40 TCP 4410 64969 - 57500 [ACK] Seq=770238 Ack=534 W..
4. 16.021410692 10.30.110.41 10.30.110.40 HTTP2 16459 DATA
4. 16.021412266 10.30.110.40 10.30.110.41 TCP 66 57500 — 64969 [ACK] Seq=534 Ack=774582 W.. Speed
4. 16.021419367 10.30.110.41 10.30.110.40 HTTP2 10293 DATA
4. 16.021421080 10.30.110.41 10.30.110.40 HTTP2 527 DATA Control
4. 16.021424808 10.30.110.41 10.30.110.40 HTTP2 237 DATA
4. 16.021430133 10.30.110.41 10.30.110.40 HTTP2 679 DATA (from the

| 4. 16.021472771 10.30.110.40 10.30.110.41 HTTP2 79 WINDOW_UPDATE .
4. 16.021480055 10.30.110.41 10.30.110.40 HTTP2 1048 DATA collector S|de)
4. 16.021509967 10.30.110.41 10.30.110.40 HTTP2 676 DATA
4. 16.021513831 10.30.110.40 160.30.110.41 TCP 66 57500 - 64945 [ACK] Seq=612 Ack=1198248 ..
4. 16.021583417 10.30.110.41 10.30.110.40 HTTP2 670 DATA
4.

16.021604650 10.30.110.40 10.30.110.41 TCP 66 57500 ~ 64945 [ACK] Seq=612 Ack=1199462 ..

4.
4.
4.

16.021871368 10.30.110.41 10.30.110.40 HTTP2 1223 DATA

= Reserved: Ox0

-------------------------------

.000 0P OGO OBEO 0POO 0000 0000 0001 = Stream Identifier: 1
L = Reserved: Ox0@
1001 1: Window Size Increment: 27109




Many Asked About Security

gRPC Dial-in (NO-TLS)

Password exchange

No. Time Source Destination  Protocol Length Info
10 0.001450562 .30. . 10.30.110.40 HTTP2 79 WINDOW_UPDATE
11 0.001457001 .30. . 10.30.110.41 TCP 66 43738 ~ 57500 [ACK] Seq=47 Ack=23 Win=29..
12 0.001478540 .30. . 10.30.110.40 HTTP2 75 SETTINGS
13 0.001485483 .30. . 10.30.110.41 TCP 66 43738 - 57500 [ACK] Seq=47 Ack=32 Win=29..
14 0. 961518612 30 . 10.30.110.41 HTTP2 75 SETTINGS

228 HEADERS, DATA

50.0 .4 .30. 11
16 0.007172411 10.30.110.40 10.30.110.41 HTTP2 75 DATA
17 0.007733921 10.30.110.41 10.30.110.40 TCP 66 57500 -~ 43738 [ACK] Seq=32 Ack=227 Win=4..
18 0.019506760 10.30.110.41 10.30.110.40 HTTP2 281 HEADERS, DATA
19 0.058994693 10.30.110.40 10.30.110.41 TCP 66 43738 ~ 57500 [ACK] Seq=227 Ack=247 Win:

Header Block Fragment: 838644ae6326addf9b7079496a41a3abba0750e61c66a0c9. . .
[Header Length: 267]

[Header Count: 9]

» Header: :method: POST

» Header: :scheme: http

» Header: :path: /IOSXRExtensibleManagabilityService.gRPCConfigOper/CreateSubs
»

»

»

Header: :authority: 10.30.110.41
Header: content-type: application/grpc
Header: user-agent: grpc-go/1.6
Header :
Header

password: cisco
username: cisco

w Stream: DA.TA, Stream ID: 1, Length 23
Length: 23

Message content

&=LMed......
.NCS5501_top..test2.Cisco-I0S-XR-shellutil-oper:system-time/uptime:
2015-01-07@. ..

Ho....,P.....,ZB......,Z...keysz1. .contentz. . .hostname* .NCS5501_topz
suUptimed....Neeceey

gRPC Dial-in (TLS)

Password exchange

Time Source Protocol Length Info ]
3 0.000984292 10.30 66 44522 ~ 57500 [ACK] Seq=1 Ack=1 Win=2931..
4 0.001179816 10.30 239 44522 ~ 57500 [PSH, ACK] Seq=1 Ack=1 Win.
5 0.001550141 10.30 66 57500 ~ 44522 [ACK] Seq=1 Ack=174 Win=45.
6 0.001593306 10.30 129 57500 -
7 0.001608075 10.30 66 44522
8 0.001668298 10.30. 1158 57500 -~
9 0.001682563 10. 3 66 44522
10 0.007576159 10.30 404 57500
11 0.007587567 10.30.110.40 10.30.110.41 TCP 66 44522 ~ 57500 [ACK] Seq=174 Ack=1494 win.
12 0.007602303 10.30.110.41 10.30.110.40 TCP 75 57500 ~ 44522 [PSH, ACK] Seq=1494 Ack=17.
13 0.007614496 10.30.110.40 160.30.110.41 TCP 66 44522 ~ 57500 [ACK] Seq=174 Ack=1503 Win.
14 0.034926133 10.30.110.40 10.30.110.41 TCP 192 44522 -~ 57500 [PSH, ACK] Seq=174 Ack=150.
15 0.035855381 10.30.110.41 10.30.110.40 TCP 72 57500 ~ 44522 [PSH, ACK] Seq=1503 Ack=36.
16 0.035886582 10.30.110.41 10.30.110.40 TCP 111 57500 ~ 44522 [PSH, ACK] Seq=1509 Ack=30..
17 0.035892100 10.30.110.41 10.30.110.40 TCP 104 57500 — 44522 [PSH, ACK] Seq=1554 Ack=30..
18 0.035896005 10.30.110.41 160.30.110.40 TCP 108 57500 ~ 44522 [PSH, ACK] Seq=1592 Ack=36..
19 0.035959309 10.30.110.40 10.30.110.41 TCP 66 44522 - 57500 [ACK] Seq=300 Ack=1634 Win.. -

Frame 21: 146 bytes on wire (1163 bits), 146 bytes captureﬂ (1168
Vmware_af:20:2a (00 a)

Ethernet II Sr

interface 0
(00:cc:fc:b:

9:e0)

T.. $B.&.t W..
' .XL=Y..P.<.(Za.




s It Enough To State gRPC Support?

Cisco gRPC call proto

Juniper gRPC call proto

service gRPCConfigOper {

/I Configuration related commands

rpc GetConfig(ConfigGetArgs) returns(stream ConfigGetReply) {};

rpc MergeConfig(ConfigArgs) returns(ConfigReply) {};

rpc DeleteConfig(ConfigArgs) returns(ConfigReply) {};

rpc ReplaceConfig(ConfigArgs) returns(ConfigReply) {};

rpc CliConfig(CliConfigArgs) returns(CliConfigReply) {};

rpc CommitReplace(CommitReplaceArgs)
returns (CommitReplaceReply) {};

/1 Do we need implicit or explicit commit

rpc CommitConfig(CommitArgs) returns(CommitReply) {};

rpc ConfigDiscardChanges(DiscardChangesArgs)
returns(DiscardChangesReply) {};

/] Get only returns oper data

rpc GetOper(GetOperArgs) returns(stream GetOperReply) {};

/] Get Telemetry Data

rpc CreateSubs(CreateSubsArgs) returns(stream CreateSubsReply)

https://github.com/cisco/bigmuddy-network-telemetry-

proto/blob/master/staging/mdt_grpc_dialin/mdt_grpc_dialin.proto

service OpenConfigTelemetry {

// Request an inline subscription for data at the specified path.

// The device should send telemetry data back on the same

// connection as the subscription request.

rpc telemetrySubscribe(SubscriptionRequest)
returns (stream OpenConfigData) {}

// Terminates and removes an exisiting telemetry subscription

rpc cancelTelemetrySubscription(CancelSubscriptionRequest)
returns (CancelSubscriptionReply) {}

/] Get the list of current telemetry subscriptions from the

// target. This command returns a list of existing subscriptions

// not including those that are established via configuration.

rpc getTelemetrySubscriptions(GetSubscriptionsRequest)
returns (GetSubscriptionsReply) {}

/] Get Telemetry Agent Operational States

rpc getTelemetryOperationalState(GetOperationalStateRequest)
returns (GetOperationalStateReply) {}

// Return the set of data encodings supported by the device for telemetry

rpc getDataEncodings(DataEncodingRequest)
returns (DataEncodingReply) {}

https://github.com/Juniper/jtimon/blob/master/t
elemetry/telemetry.proto



https://github.com/cisco/bigmuddy-network-telemetry-proto/blob/master/staging/mdt_grpc_dialin/mdt_grpc_dialin.proto
https://github.com/Juniper/jtimon/blob/master/telemetry/telemetry.proto

Which Encoding To Use?

Encoding

Description

Wire
Efficiency

Other Considerations

GPB-Compact

Everything binary (except
values that are strings)

High

Proto file per model. Extra Ops
complexity.

GPB-KV

String keys and binary values
(except values that are strings)

Medium Low

Single .proto file for decoding
header.

JSON

Everything strings: keys and
values

Low

Friendly. Human readable, easy
for humans and code to parse




In Numbers?
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MBPS

Design Your Transport Network Properly

« Peak bandwidth consumption
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How Will Telemetry Fill Your Links?

A Large collections case
MDT Peak
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Small collections case
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Start Exploring Telemetry Today
Go With Open Source Tools

Data Center
router

Backbone
Router

BNG

Peering
router

Border
router

How to build up the stack:
https://xrdocs.io/telemetry/tutorials/2018-06-04-ios-xr-telemetry-collection-
stack-intro



https://xrdocs.io/telemetry/tutorials/2018-06-04-ios-xr-telemetry-collection-stack-intro

's Your Collector Fast Enough?

RP/0/RPO/CP #sh telemetry model destination internal
Wed Apr 11
Decod ed messa eS VOl u m e dest Id P Port Trans State Chan | Buff Full
g desl subs21 10.30.110.55 57500 grpc 1 398 16 0
70MBps subs14 10.30.110.55 57500 grpc 1 401 0 0
subs40 10.30.110.55 57500 grpc 1 431 3 0
subs39 10.30.110.55 57500 grpc 1 440 20 ]
subs53 10.30.110.55 57500 grpc 1 435 ] 0
subs29 10.30.110.55 57500 grpc 1 436 1 0
subs60 10.30.110.55 57500 grpc 1 386 564 0
subs12 10.30.110.55 57500 grpc 1 409 ] ]
50 MBps subs37 10.30.110.55 57500  grpc 1 415 | © 0
subs35 10.30.110.55 57500 grpc 1 421 1 ]
subs50 10.30.110.55 57500 grpc 1 433 0 0
- subs43 10.30.110.55 57500 grpc 1 426 0 0
40M8ps \ subs46 10.30.110.55 57500 grpc 1 429 5 ]
\ subs7 10.30.110.55 57500 grpc 1 390 0 0
A subs20 10.30.110.55 57500 grpc 1 407 364 0
30 MBps subs2 10.30.110.55 57500 grpc 1 399 ] ]
o subs15 10.30.110.55 57500 grpc 1 403 ] 0
subs22 10.30.110.55 57500 grpc 1 410 1733 |0
2omBse 7 ——— S — \ subs34 10.30.110.55 57500  grpc 1 aa| 21 o
s ,N,\__.\_W \ subs44 10.30.110.55 57500 grpc 1 419 | o ()
/“/\-— subs33 10.30.110.55 57500  grpc 1 a0 o 0
s = \ subs32 10.30.110.55 57500 grpc 1 439 21 ]
10 MBps B subs5 10.30.110.55 57500 grpc 1 389 0 0
4 \ ) subs17 10.30.110.55 57500 grpc 1 406 40 0
. e I} 7 \ subs@ 10.30.110.55 57500  grpc 1 391| o 0
0 8ps I N T - subs1l 10.30.110.55 57500  grpc 1 3941 0 o
020200 020230 020300 020330 020400 020430 020500 020530 020600 020630 020700 020730 020800 020830 020900 020930 021000 subs47 10.30.110.55 57500  grpc 1 424 | o 0
subs27 10.30.110.55 57500 grpc 1 428 ] ]
subs6 10.30.110.55 57500 grpc 1 404 185 0
subs30 10.30.110.55 57500 grpc 1 408 ] 0
subs48 10.30.110.55 57500 grpc 1 423 0 0
Total: 2974

Make sure the collector has enough power to process your telemetry data.



's Your Hard Drive Write Speed Fast Enough

HDD- ased server (SAS)

One min CPU load

== ASR9006 10.00
== NCS5501_bottom 9.00
== NCS5501_top 9.00
== NCS5502_bottom 10.00
NCS5502_center 8.00
NCS5502_top 11.00

20:40:00 :40: 20:41:00 20:41:30 20:42:00 20:42:30 20:43:00 20:43:30

SSD-based server (SAS)

One min CPU load

== ASR9006

== NCS5501_bottom

== NCS5501_top

== NCS5502_bottom
NCS5502_center
NCS5502_top

20:39:30 20:40:00 20:40:30 20:41:00 20:41:30 20:42:00 20:42:30 20:43:00 20:43:30

More about hard drives, DRAM and CPU for MDT here:
https://xrdocs.io/telemetry/tutorials/2018-07-10-is-your-infra-read



https://xrdocs.io/telemetry/tutorials/2018-07-10-is-your-infra-ready-for-telemetry/

Don’t Forget To Set The Correct Time!

RP/0/RPQ/CPUQ: ios—xr#sh tele m subscription if-stats
Sun Apr 1 20:50:17.883 PDT
Subscription: if-stats

RP/0/RPO/CPUO:i0os-xr# sh clock = —zocooom———o
| State: ACTIVE |

sun Apr 1 |20:56:15'074 PDTl DSCP/Qos marked value: Default
20:56:15.167 PDT Sun Apr 1 2019 Sensor groups:
Id: if-stats
. . _ Sample Interval: 5000 ms
ClSCO@LIbUI‘“'"R-l—-l "’$ date Sensor Path: Cisco-I0S-XR-infra-statsd-oper:infra-

Sun Apr 1(23:13:11 PDT| 2019 s i interface-name='Bundle-Etherx']/latest/generic—counters
Sensor Path State: Resolved

Destination Groups:
Group Id: DGroupl

Destination IP: 10.30.110.40
Destination Port: 57500

Encoding: self-describing-gpb
Transport: arpc

State: Active

NCS5501-top

9.37 Gbps I |

Bundle-Ether15 in 9.3223 Gbps 9.3596 Gbps 9.3369 Gbps
9.36 Gbps Bundle-Ether13 ou

Bundle-Eth
9.35 Gbps Bundle-Ett out

ther16 out

9.34 Gbps Bundl

3undle-Ether13 ir

9.33 Gbps

9.32 Gbps

20:20  20:30 20:40 20:50 21:00 21:10 21:20 21:30 21:40 21:50 22:.00 22:10 22:20 22:30 22:40 22:50 23:00 23:10




What To Think About Selecting a TSDB

Metric InfluxDB Prometheus Elasticsearch OpenTSDB
Website https://influxdata.com/ https://prometheus.io/ / : http://opentsdb.net
Category Real-time Analytics Monitoring System Real-time Search Real-time Analytics
Supported Measurements metrics, events metrics metrics, events metrics
High Availability (HA) Double writing 2 servers Double writing 2 servers Clustering Clustering
Underlying Technology Golang Golang Java Java, Hadoop
Storage Backend Custom Custom Document Hadoop (Columnar)

. . string, int32, int64, float32, .

Supported Data Types int64, float64, bool, and string float64 il el ) int64, float32, float64
Bytes per.pomt after 59 13 27 12
compression
MEeTric Precision nanosecond millisecond millisecond millisecond

Write Performance - Single
Node

Query Performance (1 host,
12hr by 1m)

uery Lanquage
Community Size

Maturity

470k metrics / sec (custom HW) 800k metrics / sec

3.78 ms (min), 8.17 (avg)

InfluxQL (SQL like)
large
Stable

tbd

PromQL
large
Stable

30k metrics / sec

13.23 ms (min), 28.6 (avg)

Query DSL
large
Stable

32k metrics /sec (calculated)

tbd

lookup only
medium
stable

Full table: https://tinyurl.com/jsd4esy

Good to read: https://tinyurl.com/ybaw4ww6

InfluxDB vs OpenTSDB: https://tinyurl.com/y8ofbjyy

InfluxDB vs Cassandra: https://tinyurl.com/y83vv9ys

DB ranking: https://tinyurl.com/ya8rrrip

InfluxDB vs Elasticsearch: https://tinyurl.com/y7yxjf6v



https://influxdata.com/
https://prometheus.io/
https://www.elastic.co/products/elasticsearch
https://tinyurl.com/jsd4esy
https://tinyurl.com/ybaw4ww6
https://tinyurl.com/y8ofbjyy
https://tinyurl.com/y83vv9ys
https://tinyurl.com/ya8rrrjp
https://tinyurl.com/y7yxjf6v

You Can See a Lot. In Real Time

BGP IPv4 Prefix Count

BGP IPv4 Prefix Count Change

v Realtime RX Bundle balance

BES6 ingress load

values percentage

— Port1(TEO/1/0/2)  463Gbps  24.93%
Port1(TEO/1/0/3)  462Gbps  24.89%
— Port1(TEO/1/0/4)  469Gbps  25.26%
p
BGP IPVG Preflx data — Port1(TEO/1/0/5) 463 Gbps 24.92%
84
+ Real-time load
(NCS5502-TOP) total loa
— TrafficIN 9
Traffic OUT 93

FIB / RIB historical overview

70000 current
| — FIB Routes ipva, 0/1/CPUO 62957
60000 FIB Routes ipv6, 0/1/CPUO 19809
— FIB Routes mpls, 0/1/CPUO 4489
50000 — FIB Routes ipv4, 0/RSPO/CPUO 62965
= FIB Routes ipv6, O/RSPO/CPUD 19809
40000 == FIB Routes mpls, 0/RSP0/CPUO 4489
= RIB IPv4 BGP routes 62916
30000 = RIB IPv6 BGP routes 19784
20000
10000
0
1455 15:00 15:05 15:10 15:15 15:20 1525 1530 1535 15:40 1545 15:50 1555 16:00 16:05
ASR9006 FIB / RIB (RP) ASR9006 FIB / RIB (LC) ASR9006 FIB / FIB (RP / LC)
65 55 100
60 &
9.0
55
45
50 80
40
45
7.0
40 *
35 30 6.0
1500 1510 1520 1530  15:40 1550  16:00 1500 1510 1520 1530 1540 1550  16:00 1500 1510 1520 1530 1540 1550  16:00
min max current min max current~ min  max current
— RIB/FIB RP Difference, (ASR9006) 49 49 49 — RIB/FIB LC Difference, (ASR9006) a @ 4 — FIB RP/LC Difference, (ASR9006) 800 800 800

RIB/FIB inconsistency check




Telemetry For Optical Transceivers and Platforms

RX Optics power levels
0dB

-0.10dB

s —N\A_,«/\JV\_,\W\_MA_,J\N\/\,A/V\,\_A/

g 03008 sensor-path Cisco-10S-XR-controller-optics-oper:optics-
| o oper/optics-ports/optics-port/optics-info
-0.50dB
09:20 09:22 09:24 09:26 09:28 09:30 09:32 09:34

OSNR for line ports

Optics0/0/0/1 RX (NCS5011) OSNR for line ports (rosco_1)

29.75dB -
== Optics0/0/0/12  28970dB  29.590dB  29.150dB
== Optics0/0/0/13  28.640dB  29.230dB  28.940dB

29.50dB

29.25dB

T\ -

29.00dB pr / v Optics0/0/0/26 ~ 27.980dB  28.430dB

28.75dB
28.50dB
28.25dB
28.00dB

27.75dB
17:13 17:14 17:15 17:16 1717 17:18 17:19 17:20 1721 17:22 17:23 17:24 17:25 17:26 17:27

https://xrdocs.io/telemetry/tutorials/2017-10-25-ncs1002-telemetry-deep-dive



https://xrdocs.io/telemetry/tutorials/2017-10-25-ncs1002-telemetry-deep-dive

Different Companies Are Starting To Be Involved

u
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COLLECTORS
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DESIGN

Network Basics by Packet
Design: What is Streaming
Telemetry?
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@ Streaming and Event-Based
@ Model-Driven Telemetry
@ gRPC Support
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Platform v Technologies v Solutions v
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Streaming Telemetry \
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VOLANSYS. ORFERNGS - DPERTST . coLmons | CowPRw . ResouRces

Network Telemetry Solution

Monitor, analyze, predict and auto-correct network performance using
360-degree network infrastructure intelligence to ensure networks
are available and issues are fixed quickly with minimal-effort

Schedule a Demo.

Q CONTACT |




gNMI part of the Solution

- Network management interface defined by OpenConfig (mostly lead by
Google)

- Configuration management and streaming telemetry in a single protocol
- Data model independent
- Based on Google RPC framework and HTTP/2

The main goal for Telemetry is to provide a “standard” approach for
encoding and transport protocols support across different vendors.



gNMI Implementation in Cisco I0S XR Telemetry

« MDT Is based on gNMI v0.4.0
« Introduced in release |0S XR 6.5.1
- The only I0S XR Configuration needed:

grpc
port <10000 .. 57999>

- TLS is enabled by default. To disable TLS:

grpc
no-tls
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Key Messages

« Streaming Telemetry is here for you.
Start to receive benefits from it today!

- Select encoding and transport wisely. Good start
for beginners with Key-Value GPB & gRPC.

- It's easy to explore. Scripts to bring up stack
avallable. Should take less than 15 mins to
provision.

« Read for more materials:
https://xrdocs.io/telemetry/



https://xrdocs.io/telemetry/tutorials/2018-06-04-telemetry-collection-stack-detailed-overview/
http://xrdocs.io/telemetry/

Have a Full Picture in Your Head

Data

Management
Protocol

Operational
Commands

RIB
Injection

YANG

protobuf

Telemetry is just a piece of a puzzle

protobuf

protobuf



Thank you!

Questions / Comments?
Drop me a note: mkorshun@cisco.com



