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NETWORK MEASUREMENT
(PCAP, NET FLOW, IPFIX, SFLOW, LOGS, .. .)

DDOS_DISSECTOR
INPUT: NETWORK MEASUREMENT
OUTPUT: DDOS FINGERPRINT (+*NOTES)
FILTERED & ANONYMIZED NETWORK MEASUREMENTS

DDOS_FINGERPRINT_CONVERTERS

INPUT: DDOS FINGERPRINT

OUTPUT: RULE/SIGNATURE FOR SPECIFIC HW/SW SOLUTION(S)
(SNORT, SURICATA, BRO, IPTABLES, EBPF, BGP FLOWSPEC, .. .)

DDOSDB
STORE, ENRICH, AND DISTRIBUTE DDOS ATTACK RELATED INFO
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DDOS OPEN THREAT SIGNALING (DOTS) [IETF]
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https://github.com/ddos-clearing-house

Pull requests Issues Marketplace Explo

DDoS Clearing House

] Repositories 5 Teams 3 Projects o Settings

Type: All ~ Language: All ~

» ddos_dissector

" DDoS Dissector repository -- for the development of a tool

y responsible for (1) dissecting a network traffic (pcap, pcapng, netfiow
v5, v9, IPFIX, and sflow), (2) identifying and generating DDoS attack
fingerprints (.json file with a summary of the network characteristics
" of an attack vector) for each found attack vector, and (3) filtering and

dan...

- -

, ddosdb
b DDoSDB repository -- for the development of (1) a script to install a
database that intend to store: DDoS attack fingerprints, anonymised
network traces of DDoS attacks, and rules/signatures for detecting
and mitigating DDoS attacks; (2) a script to connect a local DDoSDB
' with the public DDoSDB instance (at https://ddosdb.org); and (3)
~ scripts f...
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. ddos_fingerprint_converters

b DDoS Fingerprint Converters repository -- for the development of
. converters of DDoS attack fingerprint into existing hardware/software
: for improving the detection and mitigation of DDoS attacks

https://ddosdb.ORG

@ ddosdb.org

About Account Logout

Collecting and Sharing the most
Important information of DDoS
attacks

What is DDoSDB?

DDoSDB is a platform for helping victims of
DDoS attacks, the academic community,
and the security community to share and
get access to actual and enriched
information of DDoS attacks. The purpose
of sharing attacks is to enable comparison
with other attacks, facilitate legal
attribution, and improve detection and
mitigation strategies.

DDosDB provides an interface for
searching unique characteristics of attacks
(fingerprints) and also provides a sample
of its actual attack data (ex. pcap and
nfdump file). All data within DDoSDB come
from collaborators that own attack data
(usually collected as victim). We facilitate
collaborators data sharing by providing an
open source code that analyses an attack,
generates fingerprints, and anonymizes

https://ddosdb.NL

ddosdb.org

About Account Logout

Collecting and Sharing the most
Important information of DDoS

pomparison
weiitate legal
#nd improve detection and
gation strategies.

DDosDB provides an interface for
searching unique characteristics of attacks
(fingerprints) and also provides a sample
of its actual attack data (ex. pcap and
nfdump file). All data within DDoSDB come
from collaborators that own attack data
(usually collected as victim). We facilitate
collaborators data sharing by providing an
open source code that analyses an attack,
generates fingerprints, and anonymizes
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NETWORK MEASUREMENT
(PCAP, NET FLOW, IPFIX, SFLOW, LOGS
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WHAT IS THE AVERAGE ECUNUMIC
LOSS PER DDOS ATTACK?

A.$25.000 C.$2.500.000
3.$250.000 D. $25.000.000




