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THE PROBLEM AND OUR IDEA
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NETWORK MEASUREMENT 
(PCAP, NET FLOW, IPFIX, SFLOW, LOGS, …)
DDOS_DISSECTOR
INPUT: NETWORK MEASUREMENT
OUTPUT: DDOS FINGERPRINT (+*NOTES)

FILTERED & ANONYMIZED NETWORK MEASUREMENTS
DDOS_FINGERPRINT_CONVERTERS
INPUT: DDOS FINGERPRINT
OUTPUT: RULE/SIGNATURE FOR SPECIFIC HW/SW SOLUTION(S)
(SNORT, SURICATA, BRO, IPTABLES, EBPF, BGP FLOWSPEC, …)
DDOSDB
STORE, ENRICH, AND DISTRIBUTE DDOS ATTACK RELATED INFO
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ONE EXTRA ELEMENT…



DDOS OPEN THREAT SIGNALING (DOTS) [IETF]



DDOS OPEN THREAT SIGNALING (DOTS) [IETF]



DEMO:
USING THE DDOS DISSECTOR



DEMO:
QUERYING DDOSDB



[THE CURRENT]
DEPLOYMENT & GOVERNANCE



TIMELIME

2019

2018

?2017



https://github.com/ddos-clearing-house https://ddosdb.ORG https://ddosdb.NL



CHALLENGES & 
FUTURE DIRECTIONS
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QUESTIONS?

SOLVING DDOS ATTACKS
Koen van Hove

Researcher at the University of Twente
koen@ddosdb.org



BACKUP SLIDES



NETWORK MEASUREMENT 
(PCAP, NET FLOW, IPFIX, SFLOW, LOGS, …)
DDOS_DISSECTOR
INPUT: NETWORK MEASUREMENT
OUTPUT: DDOS FINGERPRINT (+*NOTES)

FILTERED AND ANONYMIZED NETW. MEASU.
DDOS_FINGERPRINT_CONVERTERS
INPUT: DDOS FINGERPRINT
OUTPUT: RULE/SIGNATURE FOR SPECIFIC HW/SW SOLUTION(S)
(SNORT, SURICATA, BRO, IPTABLES, EBPF, BGP FLOWSPEC, 
…)
DDOSDB
STORE, ENRICH, AND DISTRIBUTE DDOS ATTACK RELATED INFO



SOLVING DDOS ATTACKS 
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WHAT IS THE AVERAGE ECONOMIC 
LOSS PER DDOS ATTACK?
A. $25.000 C. $2.500.000

D. $25.000.000B. $250.000


