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This talk today

●
You are the target!

●
D

ropbox red team
 engagem

ent
●

C
onstantly evolving cyber battlefield

●
The cost of finding and exploiting a 0-day 
vulnerability

●
W

ho are you defending against
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W
hat do engineers do? W

e build things(tools) of 
course
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D
ropbox red team

 engagem
ent

https://blogs.dropbox.com
/tech/2018/11/offensive-testi

ng-to-m
ake-dropbox-and-the-w

orld-a-safer-place/



D
ropbox red team

 engagem
ent



D
ropbox red team

 engagem
ent



The continually evolving cyber battlefield 



O
rganized crim

e and fraud is ram
pant



N
ation state attack team

s can change history



The fruits are R
IPE for the picking

https://safeatlast.co/blog/iot-statistics/



A trend is em
erging?

http://w
w

w
.inform

ationisbeautiful.net/visualizations/w
orlds-biggest-data-breaches-hacks/



H
ackers are realizing that data itself is valuable 



Lets turn our attention to A
pple (M

acO
S X)



“0day” (Zeroday) vulnerabilities in a project



W
hat is this “Zeroday” w

ord anyw
ay?

“A zero-day (also know
n as 0-day) 

vulnerability is a com
puter-softw

are 
vulnerability that is unknow

n to those 
w

ho w
ould be interested in m

itigating 
the vulnerability (including the vendor of 
the target softw

are). U
ntil the 

vulnerability is m
itigated, hackers can 

exploit it to adversely affect com
puter 

program
s, data, additional com

puters or 
a netw

ork. A
n exploit directed at a 

zero-day is called a zero-day exploit, or 
zero-day attack.”



It’s a cyber bom
b



W
hat about defenses, they are pretty good?



M
odern operating system

s have pretty strong 
security controls that need to be bypassed



https://support.apple.com
/en-us/H

T208692

A
nd indeed it 

required three 
different 
vulnerabilities to 
create this “cyber 
bom

b”



D
em

o Tim
e!





W
ith that w

e could have broken into practically EVERY M
ac 

on the planet!



H
ow

 m
uch is it w

orth on the open m
arket (not for 

w
eapons sales)

https://w
w

w
.zerodayinitiative.com

/P
w

n2O
w

n2018R
ules.htm
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W
as this a highly expensive process w

ith a 
dedicated team

 of cyber hackers?



N
o…

. This w
as done during a long haul flight to 

SFO



Final w
ords



Stop asking w
hether som

ething is secure
N

O
TH

IN
G

 IS SEC
U

R
E



It’s m
uch better to m

easure security through the 
tim

e (cost) that it takes to break it



It’s also im
portant to understand w

ho your 
defending against



Q
uestions?

@
theorg1


