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© The University of Waikato • Te Whare Wānanga o Waikato

NZNOG List - Response Summary

Most people I've talked to are a bit 
surprised at ETSI now being required
and most people were just assuming they are 
compliant by being able to
offer pcaps on demand.
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NZNOG List - Key Questions

Is there a nice open source solution out 
there for this? (I haven't found one yet) Are 
people putting their heads in the sand and 
praying they never get served a warrant? Is 
everyone just shelling out hundreds of 
thousands of dollars on a vendor LI 
solutions?
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NZNOG List - Eventual Theme

Perhaps some collaboration here would be 
useful, if others are looking at their own 
implementations of this stuff? 
....
if someone is or is thinking about writing 
some software or something then 
collaboration seems like a good idea.
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• Waikato Internet Traffic Storage (WITS)
• Collection of network traffic header traces.
• GPS synchronised
• DAG statistics 
• Publicly available (WAND and RIPE Labs)
• Uses WAND Developed software
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Passive Measurement Research - Examples
 “Sneaking Past the Firewall: Quantifying the Unexpected Traffic on Major TCP and UDP Ports” 
ACM Internet Measurement Conference IMC 2016

“Measuring the Impact of the Copyright Amendment Act on New Zealand Residential DSL Users”  
ACM Internet Measurement Conference IMC 2012

“Libtrace: a packet capture and analysis library” ACM Computer Communications Review, 
Volume 42 Issue 2, April 2012

“Application Flow Control in YouTube Video Streams”  ACM Computer Communications Review 
(CCR) Vol 41 Number 2, April 2011

“Analysis of Long Duration Traces” ACM Computer Communication Review. Volume 35, Issue , 
January 2005
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Current Work
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Sponsors
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openli.nz
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Standards
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Implementation
● Target commodity server hardware
● Linux 
● C
● Libtrace
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Libtrace
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Performance Targets
● A service provider *may* have to perform multiple simultaneous intercepts

○ Intercept targets may have 1Gbps service (today)

● Collector must not drop any packets
● Aim to support multiple Gbps of lossless packet capture
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Parallelism
● Libtrace supports hardware assisted capture and streaming

○ DPDK, Endace DAG

● Extremely parallel capture
○ Multiple simultaneous capture interfaces
○ Multiple streams per capture interface
○ Use multiple CPU cores to increase performance

● Packets spread across threads.
○ Control vs Data, Hashing.

● Session state synchronisation
● Consistent sequence numbering.



© The University of Waikato • Te Whare Wānanga o Waikato

Parallelism - Solution
● More threads

○ Synchronisation thread for VoIP calls
○ Synchronisation thread for IP sessions
○ Sequence tracking thread for sequence numbers
○ Worker thread pool for ASN.1 encoding 
○ Forwarding thread to export to the mediator

● Use ZeroMQ to handle inter-thread communication

● Performance tested to 500kpps with DPDK in our test environment
○ Further optimisation possible
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OpenLI 1.0 Dec 2018
● Feature complete to initial spec

○ IP Intercepts
○ RADIUS parsing to map IP sessions to users
○ VOIP Intercepts
○ Static IP ranges for IPv4 and IPv6
○ ETSI encoding of both IRIs and CCs
○ Custom encoding Library : LibDER
○ Mediation of encoded ETSI records to LEAs
○ Centralised provisioning
○ Distributed collection, including multiple interfaces per collector
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Released

https://github.com/wanduow/openli

https://github.com/wanduow/openli
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Packaged
https://bintray.com/wand/OpenLI/ 

https://bintray.com/wand/OpenLI/


© The University of Waikato • Te Whare Wānanga o Waikato

Deployed
● Inspire

○ TICSA Part 3 Approval
○ Police Testing

● Others??
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Police reaction
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Further Development
● Bug Fixes
● Testing 
● Internal security and Auditability improvements
● Disk backed buffering

○ Memory-backed for now, but limited capacity
○ Fall back to disk before memory gets full
○ Clear backlog when situation is resolved

● Further Performance improvements
○ BER

● APIs
○ Entering warrant/customer details
○ Controlling network devices

● Support vendor formats
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• WAND
• https://wand.net.nz

• Libtrace
• https://research.wand.net.nz/software/libtrace.php

• OpenLI
• https://openli.nz

• Code: 
• https://github.com/wanduow/openli 

https://wand.net.nz
https://research.wand.net.nz/software/libtrace.php
https://openli.nz
https://github.com/wanduow/openli

